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Website Filtering
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Overview

@ Censorship Re-introduction
Website Filtering

Note:

NO data or text is to reproduced from this presentation in PART
or WHOLE without the express permission of the Censorship
Compliance Unit.
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Who are we

Established 1996

Members are
e ex-Police
e ex-Private sector

@ All forensically trained
@ All covertly trained
® Proactive

Active partners with NZ Customs and NZ
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Who are we

3 units nationwide

e Auckland
e Wellington
e Christchurch
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What do we enforce

® Films Videos Publications, Classification Act

e sexual conduct with or by children, or young persons, or both
 exploits the nudity of children, young persons, or both

® Applies to images, movies, stories, cartoons and
audio
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Investigation
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Education

® First agency to bring the internet safety message to
schools

e Since 1996 we have supplied Internet safety pamphlets to
all secondary schools

» We helped establish the Internet safety agreement

» We continue to provide school talks about being safe on the
internet covering topics such as Bebo, facebook, myspace,
twitter etc

@ Information provided to NZ libraries
@ Acceptable use policies for Businesses.
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Offender Support

T e

® High level involvement with current psychological
services STOP and SAFE

® Help youth offenders get psychological supervision
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Ccurrent Initiatives

® Website Filtering Overview

* Free service provided by censorship
> No charge to the end user
e Provider involvement is voluntary
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Current Initiatives

Website Filtering Trial
 Successfully trialled over 2 years
600,000+ user base
Dialup, broadband, handset

» Technical Model developed in Sweden
Distributed by Netclean
Local Distributor Watchdog




Current Initiatives

® Website Filtering

e \Website Database

Only child sexual abuse material

Reviewed monthly

* IRG have dedicated access to the list and the team
reviewing the list

Self reviewed by system
- High security surrounding list
» Detailed report based on our decision

Report made available to IRG
» Expert referral to classification office if needed.
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Independent Review Group

® Provide oversight of the system

Review of existing or new policies
Review of list

Review of Appeals
Review of system design and hardware
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Independent Reference Group

Current Membership

 Steve O’Brien, Censorship Compliance
e Nic McCully, OFLC

* Nic Johnstone, Office of the Childrens Commisioner
e Mark Harris, Private Consultant

 Andrew Bowater, Telecom

e Duncan Campbell, Netguide




Current Initiatives

Website Filtering Process
e Censorship and Provider develop secure link

e Censorship system advertises over secure
link location of listed sites

e Providers system refers any reguest to the
advertised locations to censorship system




Current Initis

® Website Filtering Process

= System Decisions
Is the request for a site as listed
Is the request for a legitimate site

> Output

If the request is for a listed site
* Request is redirected to landing page
= User is given the option to appeal the filtered request
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Current Initiatives

® Website Filtering Appeal Process
e All data is anonymized

» No action js or could be taken against the
informant.

 All appeals are reviewed by the inspectors
and a report is created det alhr g the
outcomes.

e All appeals are made availabie to the IRG
for further review
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Current Initiatives

@ Website Filtering Data Retention

¢ Data relating to the filtering process is kept
for 30 days.

* Data is manually destroyed st the end of the
period.
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Current Initiatives

® Website Filtering Hotline (ChildAlert)

e Joint development between ECPAT and
Censorship

e Allows members of the public to make an
anonymous report relating to a website.
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Current Initiatives

Childalert.org.nz

* Hosted and maintained by ECPAT

* Reports are received and pre-processed by
ECPAT

Remove false reports
Filter bad reports

» Result is then relayed to Censorship for
review
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Current Initiatives

Website Filtering

» Not an Intelligence gathering tool

Information cannot be used for law
enforcement purposes

No identifiable information reiating to the user
Is passed to censorship.

* All provider participation is voluntary

e Only child abuse material is filtered no other
material is or will ever be filtered.
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Appeal Text

| think you should be able tc show this site its only girls wanting
to be models and its fun for them

| am at théstimage at my own risk

So yeah, instead of going for this harmiess stuff, w why not go for the real kiddy
porn

Chlldr?pe hould d Know better

you know lots ophiles stead of going for children

If | am caught, | might as well go for the real cut little girl over there




International Co-operation

Interpol and Europol are pushing for countries to implement child abuse
filtering systems

Censorship is part of the CSAADF (Child sex abuse anti distribution filter)

* Members:
France
Norway
Finland
Sweden
Italy
Denmark
Germany
Spain
Ireland
Belgium
New Zealand

Other countries filtering child abuse content
« England
¢ Canada
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Exposure

o,

@ Only focuses on web based content

¢ Does not focus on P2P
+ Does not focus on Email

» Does not focus on Newsgroups
= Does not focus on FTP servers

s Does not focus on Instant mes Ssaging

» Part of a multi faceted safety approach the
DIA is adopting

» The items mentioned above are focused in other
initiatives underway by the unit.
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Current Operations
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Financial

@ Significant financial gain
* Average user payment is $9USD per month

* Most recent operation involved over 20,000
members worldwide.

* Personal videos created for approximately
100USD per video.

- Does not include all items requested by user.




Tracking *

® Combined Agency Approcach (CAA)
« Customs, DIA, Police
e 2005 -2010

After receiving international inteiligence 731 targets were
investigated for accessing content via websites

 Additional 140 active targets subject to investigation for
accessing material via websites

e Censorship is a member of the International Victim identification
Group

NZ Children Identified and rescued
International children identified and rescued

* Content is not to be reproduced in part or whole
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Tracking

® Peer 2 Peer and Newsgroups

¢« Software developed by censorship is in use in
20 countries and has been translated into 5
different languages.

Provided for free to agenicies with training supplied
Constantly updated

One of the largest databases of known child
abuse material

Received commendation from Interpoi for the
software

Received an award from Unicef
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International Views Offenders on the Internet

* Men who collect child abuse material do so because they want to have
sex with children, they may not because they do not have access to a
child or because they fear the consequences of being caught

Mick Moran, Interpol

We do not believe that everyene who masturbates to indecent images of
children has or will inevitably engage in contact sexual abuse of
children, but, in our opinion, this process will have the effect of reducing
the collectors inhibitors to contact sexual offending, and therefore make
it increasingly more likely they will seek to act out there fantasies

Joe Sullivan and Anthony Beech 2003

At Wolvercote, we learnt how quickly, using the internet, men moved
from fantasising about abusing adolescents through to baby abuse and
bondage. The fact that what they are watching is an abuse actually
taking place can make them think about doing it themszalves

David Findlater, \Wolvercote Clinic
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International Views on Filtering

* The strongest consensus was found in the discussion
of blocking access to content that was patently illegal
for all, the most clear-cut example of this being child
sexual abuse images. Child sexual abuse images are
illegal in most jurisdictions, and there was almost
unanimous agreement that the voluntary blocking of

these images at the ISP level was acceptable and
appropriate.
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Additional Initiatives

Currently Engaging with 3™ party safety
and antivirus providers

* To provide information to public relating to
current parental controi features and antivirus
systems for home computer systems

e To provide greater advertisoﬂ\ort
information relating to Internet s

* To further engage with the public and further
Increase awareness of factors affecting the
niin

safety of children and the family online
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Additional Information

Website: http://www.censorship.dia.govt.nz

e Filter System Code of Practice
e Information on the IRG

e Commonly asked questions

* Information on Internet Safety
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Questions
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