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Matt Taylor
matt@matthewtaylor.co.nz

Dear Matt

Thank you for your email of 7 February 2012 requesting, under the Official
Information Act 1982 (the Act), information concerning the Digital Child Exploitation
Filtering System. | will address each of your questions in turn.

1) How many URLs came in for review (review being deciding whether they
are added to the filter list, or not added to the filter list) in January 20127

The Department received 449 URLs for review from members of the public via our
partnership with ChildAlert. A further 21 URLs were supplied through our
involvement in the Interpol Worst Sites Project. A number of other sites that came to
our attention as a result of investigations were also reviewed.

2) How many URLs were reviewed in January 2012 (not including the
monthly review of all URLs on the list)?

The Department reviewed over 500 URLs in January 2012.

3) How many URLs came in for review in January 2012 from the public?

See answer to question 1.

4) How many of those public provided URLs were subsequently blocked?

50 URLs that were submitted by the public in January 2012 were subsequently
added to the filter list.

5) 1 understand requests for a full copy of the filter list have been previously
declined. Could you please send me a list of just the domains from the list
of URLs that are blocked, unless the whole domain is blocked (my
assumption is if the whole site is blocked it's a site only for child sexual
abuse material. I'm looking for the sites that have URLs blocked, but also
have non-child sexual abuse content on them). Eg. If



http://filesharingsite.com/aw4ey6897 is blocked, I'm looking for just the
http:/ffilesharingsite.com part.

6) If 5) is not possible, the domains of search engines, file sharing locker
services, and social networks that have URLs blocked.

7) If 5) is not possible, a copy of the list with the first domain name part
removed, but TLD and the rest of the URL intact. Eg.

http://.com/aw4ey6897

Possession of child sexual abuse material is an offence that carries a maximum
penalty of 5 years imprisonment. As the release of part of the URL of the websites
being filtered would facilitate a search for such material, the Department is
withholding the information requested in questions 5 to 7 in terms of section 6(c) of
the Act (where the release of the information is likely to prejudice the maintenance of

the law).

8) If7)is not possible, a copy of the list with just TLDs (or just a count of the
different TLDs). Eq. 50x .com, 100x .ru

The following is a count of the top level domains (TLDs) of the website on the filter
list as at 12 March 2012

.com 283 .ru 93
.net 65 .org 4
.info 23 .biz 6
.us 5 .me 2
tv 1 in 6
Jir 1 .Su 1
WS 1

9) Are abuse reports and takedown requests sent to hosting companies and
law enforcement etc. when URLs are added to the filter?

The Department works with partner agencies in other jurisdictions to get international
sites removed.

10) In the Independent Reference Group's December 2011 report it states that
“Additionally 18% of the users originated from search engines such as
google images”. Was Google informed of those images?

We have a very good relationship with Google and they have been made aware of
any objectionable links available via their services. The statement in the December
2011 report used Google Images as an example of a type of service. It was not a
statement that 18% of users originated from Google Images.



11) If they were, how long after the DIA was made aware of them was Google
made aware of them?

Google is advised of objectionable links available via its services as soon as is
practicable.

12) Could you please send me a copy of all investigator reports held?

Attachment 1 is a sample investigator's report of a filtered website. Information that
would identify the site, including a screen capture of the webpage has been removed
in terms of section 6(c) of the Act. Information that would identify officers involved in
the operation of the filter have been withheld in terms of section 9(2)(g)(ii) of the Act
(to protect officers from improper pressure or harassment).

13) What data is collected with appeals?

The only data that is collected with an appeal is the data the user chooses to submit
and the date and time of the appeal.

14) What data is collected when someone tries to visit a blacklisted site,
including log data collected by the http://dce.net.nz web host? For 13) and
14), if you could include an example log etc. that would be helpful.

The filter only records the service provider name, the resource requested and date
and time. No user data is stored. Attachment 2 is an officer's report on an appeal
which includes the information supplied by the appellant. Information that would
identify the site has been removed in terms of section 6(c) of the Act. Information
that would identify officers involved in the operation of the filter have been withheld in
terms of section 9(2)(g)(ii) of the Act.

15) In some reports, statistics on device type is included. Device type is not
listed in the Code of Practice, 6.1, as data collected. Is other data collected
in the course of the filtering process that isn't listed under 6.1, if so, what?

No other data is collected.

16) Code of Practice, 6.1 says that the requester's IP address is logged. 6.2
says that the system will anonymise the IP address. A previous response
to a request for information stated: “When a request to access a website
on the filtering list is blocked the system retains the IP address of the
computer from which the request originated. This information is retained
for up to 30 days for system maintenance releases and then deleted”. So,
when are IP addresses anonymised/how long are IP addresses kept for?

When a person requests a webpage that is blocked, the IP address of the requester
will be presented to the service so that blocking page can be sent to them. [P
addresses are anonymised by the system itself, no record is kept.



17) How does the system anonymise IP addresses? For 17), if you could
include an example of an anonymised IP address that would be helpful.

The filtering system anonymises IP addresses using a tool developed by Netclean.
By not logging the data, the system prevents anyone from reviewing source IP. All IP
addresses appear as 0.0.0.0.

18) Code of Practice, 6.5 says that “Data shall not be used in support of any
investigation or enforcement activity undertaken by the Department.” Has
this been the case?

Data from the filtering system has never been used in support of any investigation or
enforcement activity.

18b) Has data been used in investigations or enforcement activities not
undertaken by the Department?
See answer to question 18.

18c) Has data been shared with other departments? If so, what data has been
shared?

No data from the filtering system has been shared with other departments.

19) Could you please send me anything held discussing the implementation
of Google Analytics on the http://dce.net.nz website?

Google Analytics is a free service offered by Google that generates statistics about
the visitors to a website, in particular the referrers used. Google Analytics is used to

confirm other statistics generated from the filter and to provide better reporting to the
IRG and public.

20) Were any privacy issues raised around using Google Analytics on the
http://dce.net.nz website?

No. The Department does not consider that the use of Google Analytics raises any
privacy concerns.

21) Does the DIA have a contract or contracts with Google?

Google Analytics is free software. The terms and conditions for the use of Google
Analytics are available at http://www.google.com/analytics/tos.html.

22) If so, could you please send me a copy?

See answer to question 21.



23) If 22) is not possible, could you please tell me the title of the contract(s)
and what it/they relate(s) to?

See answer to question 21.

24) If 22) is not possible, could you please send me parts of the contract or
contracts regarding collection, privacy, and disclosure of user data

collected?
See answer to question 21.

25) What is the data Google Analytics provides used for? Eg. the device type
statistics provided in some reports?

See answer to question 19.
26) From the Independent Reference Group's August 2011 minutes:

“Andrew Bowater asked whether the Censorship Compliance Unit can
identify whether a person who is being prosecuted has been blocked by
the filtering system. Using the hash value of the filtering system’s
blocking page, Inspectors of Publications now check seized computers to
see if it has been blocked by the filtering system. The Department has yet
to come across an offender that has been blocked by the filter.”

Can you please explain what a hash value is? Eg. how they're
implemented, how they're stored on visitor's computers, how they're
stored on DIA equipment.

Every image, photograph, document or movie found on a computer can be run
through a hashing process that will generate, using a mathematical algorithm, a
unique hash value for that file. A hash value is a set of numbers and letters strung
together and once assigned this hash value cannot be altered. If the same image is
hashed twice, the hash value will remain consistent; however, if even 1 pixel of an
image is altered that new image will be assigned a new hash value.

When the Department seizes a computer or storage device as the result of exercising
a search warrant, as part of the forensic examination of that device, the Department
is able to look to see whether the offender has been blocked by the filter by looking
for the unique hash value generated by objects on the blocking page.

While this information plays no part in the prosecution of an individual, it is useful in
understanding the behaviour of persons who access child sexual abuse material and
the effectiveness of the filtering system.



27) Does storing hash values violate the “no information enabling the
identification of an individual will be stored” part of the Code of Practice,
considering individual computers can be matched with requests
intercepted by the filter?

See answer to question 26.

28) Is the “ensure the privacy of the requester is maintained by allowing an
appeal to be lodged anonymously” part of the Code of Practice is being
followed?

Yes.

29) The Independent Reference Group's March 2011 meeting minutes talks
about a Russian child model website. Could you please send me anything
held regarding this website?

The website in question is divided into a public area and a member-only area. The
public area contains images of a young girl dressed in a variety of outfits, which
would not be classified as objectionable. The member-only area contains more
sexualised images of the same girl that are objectionable. The Independent
Reference Group (IRG) agreed that, as the purpose of the site was to sexually exploit
a child, it should be added to the filter list.

30) Was the Russian child model website considered a borderline case?
No.

31) Was the Russian child model website considered a case of clearly illegal,
objectionable images of child sexual abuse?

See answer to question 29.

32) Other than the Russian child model website, have any other URLs been
brought to the group for discussion over whether they should be blocked?
If so, could you please send me anything held regarding those URLs?

No.

33) | understand photographs of real life children being sexually abused, CGI
and drawings of children being sexually abused, and the Russian child
model website are being blocked. Are any URLs being blocked that don't
come under that list?

Material being blocked by the filtering system complies with the Code of Practice,
which states:

2.1 The scope of the DCEFS will be limited to preventing access to known
websites that contain publications that promote or support, or tend to



promote or support, the exploitation of children, or young persons, or both,
for sexual purposes.

2.2 The DCEFS will focus on preventing access to known websites containing
child sexual abuse images.

34) If so, could you please provide a general description of the content of
those URLs?

See answer to question 33.

35) As | understand them, DIA reports say that 0 URLs were removed from the
filter between April 2011 and August 2011. Could you please explain why
this was?

On review, all sites continued to contain abuse material and subsequently had not
been taken down by enforcement agencies in other countries or were still under
investigation.

36) How many URLs has the Independent Reference Group reviewed?
One.

37) What was the result of those reviews?

See answer to question 29.

38) How many opportunities has the Independent Reference Group had to
review URLs?

The IRG is able to review any URL on the filter list at each of its meetings.

39) How many of those opportunities have they taken up?

None.

40) | understand the whole filter contract has previously been withheld. Could
you please send me the section of the filtering contract that discusses
what the filter is to be used for and to be limited to?

While the Department has previously refused to release the whole contract with

Netclean, it has referred to clauses in that contract as one of the reasons why the

scope of the filtering system can’'t expand. The following is a summary of the

relevant conditions of the Customer Licence Agreement.

The primary goal of the NetClean Whitebox is to block access to child
pornography.

In order to achieve the main objective, NetClean allow that even non-child
pornography is filtered, as long as it is material which is illegal to possess under



41)

the country’s law and that the main objective for the installation is to block
access to child pornography.

The filter must not be used to restrict freedom of expression, nor to prevent the
transmission of information which in itself is legal to possess.

Furthermore, the installation of NetClean Whitebox must not violate the articles
18 and 19 of the Universal Declaration of Human Rights.

Could you please send me any correspondence, electronic, written or
otherwise, with ISPs regarding them joining or leaving the filter?

Attachment 3 contains the following:

An email (14/7/08) from the CEQO of TelstraClear to the Minister of Internal
Affairs and the Minister's reply (20/08/08);

Emails between the Department and Callplus (21/10/08 and 30/10/08).
Technical information regarding the operation of the filter and information
regarding its location has been withheld under section 6(c) of the Act. The
telephone numbers of officers have been withheld under section 9(2)(g)(ii) of
the Act.

A letter from the Department to Telecom (29/09/09).

Emails between the Department and Telecom (1/11/10) regarding a draft
press release.

A letter from the Department to ISPs (list enclosed) explaining the filtering
system and inviting them to contact the Department for more information. The
telephone numbers of officers have been withheld under section 9(2)(g)(ii) of
the Act.

Other correspondence with Telecom is being withheld in terms of sections:

42)

9(2)(ba)(i) of the Act (to protect information which is subject to an obligation of
confidence where the making available of the information would be likely to
prejudice the supply of similar information, or information from the same
source, and it is in the public interest that such information continue to be
supplied);

9(2)(j) of the Act (to enable the Department to carry on, without prejudice or
disadvantage, negotiation); and

9(2)(h) of the Act (to maintain legal professional privilege).

In the March 2011 Independent Reference Group meeting minutes, the
following was included:

“3. Reporting to ISPs

Officials noted that more detailed reports on traffic through the filtering
system is being distributed to each ISP. ISPs use this data to assist in the
management of their systems, including the operation of their internal
filtering systems that they offer customers.”



And from the October 2010 meeting:

“3. Reporting to ISPs

Officials noted that the data obtained from the filter can demonstrate
patterns of requests for blocked websites that may be of interest to ISPs.
This information includes the 50 most blocked sites and the time of day
that the filter is most active but cannot identify particular ISPs. The Group
agreed that the DIA should draw any such patterns to the attention of
ISPs.”

Could you please send me a copy of any reports that have been sent to
ISPs?

This information has been withheld under section 9(2)(b)(ii) of the Act (would be likely
unreasonably to prejudice the commercial position who is the subject of the
information).

43) If not covered by 42), could you please send me a copy of any
correspondence with ISPs, written, electronic, or otherwise that draws
attention to patterns described above?

See answer to question 42.

44) Minutes from the February 2010 Independent Reference Group meeting
mention a presentation: “The Group suggested that the Department
publish as much information about the system as possible. This would
include regular statistics and a copy of the presentation.”

Could you please send me a link to the presentation this refers to, or, if it's
not available, send me a copy of it?

A search of the Department’s records has been unable to locate the presentation
referred to above. Attachment 4 is a presentation made to the Netsafe Conference in
April 2010 which reproduces the information presented to the IRG in February 2010.

45) Could a URL be added to the filter list without the approval of three
inspectors and without the knowledge of the Independent Reference
Group, including by another member of staff not part of the inspector
team?

No.

46) Could you please describe limitations, if any, that would prevent the above
from happening?

The addition of a URL to the filter list requires three inspectors of publications to
agree that the website comes within the scope of the filter system. Once a change to
the filter list is agreed, only one officer has the ability to edit the filter list. As the task
of reviewing the filter list is shared between members of the Censorship Compliance



Unit it is unlikely that the same three inspectors will be involved in the review of a
website.

47) From the Common Questions and Answers page:
“In the long term, if it is made more difficult for persons with a sexual
interest in children to access this material, the market will decline and
fewer children will be exploited.” Could you please send me any statistics
or figures held that back this up?

The Department firmly believes that if the market for child sexual abuse material is
reduced, then fewer children will be abused to support that market. The problem is a
global one, to which the Department’s website filtering system can only make a small
contribution. The Department therefore has no statistics or figures to confirm that the
filtering system has lead to fewer children being exploited.

48) Has the Chief Censor been consulted over decisions relating to the filter?
If so, could you please send me anything held regarding those decisions?

Many of the publications blocked by the filter have been the subject of classification
and are therefore on the online database of classified material that is accessible on
the Office of Film and Literature Classification website.

49) Could you please send me a copy of any contract the DIA has with
companies that provide internet services to power the filter, including the
web and domain hosts for the http://dce.net.nz website?

DIA has no contracts with providers of internet services that relate to the filtering
system.

50) If 49) is not possible, could you please send me parts of the contracts
regarding collection, privacy, and disclosure of user data collected?

See answer to question 49.

Where | have decided to refuse your request for information, | have taken into
consideration whether reasons, that might otherwise render it desirable in the public
interest to make the information available, are outweighed by the need to withhold it.
Under section 28(3) of the Act you have the right to apply to the Ombudsman for a
review or investigation of this decision.

Yours sincerely

P Tl
S5

Steve O’'Brien
Manager, Censorship Compliance Unit
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Allan FREETH
<Allan.Freeth@team.ielsira
clear.co.nz>

14/07/2008 01:31 pm

Dear Minister

Attachment 3

To ibarker@minisiers.govi.nz
ce

Subject [Coniains Poteniially Offensive Language] Filiering internet
sites in the interests of New Zealand children

TelstraClear has made a change to its Internet services in the interests of New Zealand children and
their families.

We will add a filter to all web browsing by Clearnet and Paradise customers that stops browsers from

accessing known child sex abuse sites around the world. There are more than 7,000 such sites and

the sad fact is that they are accessed, deliberately or otherwise, by thousands of Ney ‘Z';@?Ianders N
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each month.
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Allan L Freeth

CEO

TelstraClear

TelstraClear - Best speed, Best pric
Residential 0508 888 800 Business 0508 249 777

his kind of content. |t is a good example of how government and
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This email contains information which may be confidential and subject to copyright. If you

are not the intended recipient you must not use, distribute or copy this email or attachme

nts.

If you have received this email in error please notify us immediately by return email and
delete this email and any attachments.

TelstraClear Limited accepts no responsibility for changes made t
attachments after transmission from TelstraClear Limited. It is your respons
this email and any attachments for viruses.

Emails are not secure. They can be intercepted,

o this email or to any
ibility to check

amended, lost or destroyed and may contain

viruses. Anyone who communicates with TelstraClear Limited by email is taken to accept

these risks.
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Office of Hon Rick Barker
Minister of Internal Affairs
Minister of Civil Defence
Minister for Courts

Minister of Veterans’ Affairs
Associate Minister of Justice

Allan 1. Freeth

CEO NS [ AN \
i (“’\ i , \

TelstraClear !\}\’/u Il 1L h] \ ql J)

Allan.Freeth@team.telstraclear.co.nz

Dear Allan
>
Thank you for your email of 14 July 2008, advising me that TelstraCI!; hgis yjoined th thﬁ <
Department of Internal Affairs’ (DIA) trial programme for ﬁlteﬂr{é veh te@ conteﬁ\h
® images of child sexual abuse. I was also interested to hcarfsmjm f\t other tﬁ@rg&
TelstraClear is doing to ensure the safety of children onlme/ >\ \\ P \ \ (...
=3 \ e \ =i
I appreciate the support that TelstraClear has sh \for \ny/depart ﬁl ] }th‘e in combatmg
the distribution of images of child sexual \ Y ur coi 11,1|\K CIanon with the
filtering trial from its inception in 200 :3 \its exce Ier}y\'5 W mg relat1onsh1p with the
Censorship Compliance Unit are. tgatameu fo* T elsqu(il eommitment to combating this
offensive trade. I am sure that’ %h@ cu /lomerq alsm\p‘pfé tlns commitment.
/
The filtering trial is sul 1B ;} ‘eﬂrly /ta;g-e{s\an\d\fsuccessful DIA will endeavour to expand

the plogramme I@o er inte‘fested S@’s/i'l a planned manner. While participation by ISPs in
voluntary basis, I expect that customer demand will

the filtering pr hfes will
mcandh%ﬁq\st%ﬁ@mll Jomibﬂ\%\goérammc
=y ) \

T\b\exxmpnrtancs:\d h{fr;l fProtocol (IP) address data to DIA investigations has been recently
drawn to ¥ ,ﬁ The identification of individual computer addresses and the ability to
COorT! érmallon with the location of those computers is vital to catch offenders who
@ dﬁ;mb mages of child sexual abuse. I am advised that ISPs consider that, in terms of the
wa‘{icy l\ct 1993, they are required to dispose of information related to IP addresses once this
(\ Lg,formalion is no longer necessary for the operation of their businesses. While it is up to each
—ISP to determine how long they keep this information, I was concerned to learn that some
ISPs retain this information for only a very short time. I hope that we can continue to build
on the successful partnership between government and business and that TelstraClear will
continue to support my Department’s investigations by retaining IP address data for a longer

period of time.

Yours sincerely

:._ / ]
AN 7\(;{,.( % N ,4

T
Hon Rick Barker
MINISTER OF INTERNAL AFFAIRS

Parliament Buildings, Wellington, New Zealand.
Email: rbarker@ministers.govt.nz Telephone: 64 4 470 6572
Web: www.beehive.govt.nz Facsimile: 64 4 472 8036



From: Peter Pilley

Sent: Thursday, 30 October 2008 10:45 a.m.

To: 'RichardB@callplus.co.nz'

Cc: Steve O'Brien

Subject: Re: DIA Digital Child Exploitation - Filtering System

Richard
Thanks for the email

Firstly no we do not peer with APE 5\\&) ( i

The session is created by the setting up of a IPIP tunnell between the Zsj’fe% :hcreate a

session and you. Peer with it
During the trial we had 0 false positives as we review theJa % gv\(; ens \ cy and
current )

The complaints that came in over the 2 year r wererfre \9%\&annoyed there collection
had been taken away

We had no other complaints duri g %}d howe \s the each participating ISP had all
contact numbers for me an e> PEu&t’s an dresses with instructions that if there

((/\S v



customers complain to forward them on to us so we can ensure our system

You are correct in saying that 1 IP can host many sites snd yes other systems cannot tell the
difference between a legit site and a list site however our system can differentiate between these
requests and if it is for a site not of interest the request is allowed through

The connection procedure is very simple and takes a matter of minutes after that we can control the
process

| hope that helps

Regards

Peter Pilley

From: Richard Baalham
To: Peter Pilley
Cc: Adrian Dick
Sent: Thu Oct 30 10:32:20 2008
Subject: RE: DIA Digital Child Exploitation - Filtering System
Hi Peter, \ > A\
| have been tasked to investigate the DCE ﬂltermg s(sﬂem w:y\n a fﬂew to lrﬁ éier\l'nént}a:ron as such |
have a few questions for you (fried to call but | guess {eq ésre in»meetanS{ '
- ‘/ \\/
I s2e that this solution is effectively ovnrrrdmg ESEP r&uﬁea for gﬂe\smas thqthOnlam (as far as you are
concerned) illegal images/content. ‘i--';-—\. \ \_"\ R W
1. How do false positives get. :ziaa t\mn!h i.e if oqu’a :,mhu nu\'n‘laer of files on a site (under the
same |P address/DNG. ?;esojufj,q yare ucﬂs+d9(‘r‘ed 11&9&1{ what happens?
2. Iseethat 6 users Compfa‘lhe&’ nowewve( {mé:\t UM ber as a proportion of connected users
during the lpgl Fal]adq'rpr orhergwpevm\"taofed to complain either o yourselves or the serving
ISP? %
3. Doyouo er’wa AP:’? if r\og a\w do\vé peer to your tunnel/BGP router?
4. 4G n\ss ip:ﬂwthe BG -,eas\m\ Vil ieed more than just a peering relationship, what attributes
P )%re jag_ta’ettlngm rhé.unc- us\td sat on your behalf?
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From: Peter.Pilley@dia.govt.nz [mailto:Peter.Pilley@dia.govt.nz]
Sent: Tuesday, 21 October 2008 11:32 a.m.

To: Graham Walmsley

Cc: Steve.O'Brien@dia.govt.nz

Subject: DIA Digital Child Exploitation - Filtering System

Graham

This is an email to introduce ourselves and also to tell you about our Digital Child
Exploitation - Filtering System initiative.



The Censorship Compliance Unit is a unit dedicated to tracking and identifying users on the
internet sharing, promoting, profiting from child sexual abuse material.
The legislation we enforce is the Films, Videos and Publications classification Act.

We have over the last 2 years built a system for the purposes of restricting access to sites that
host child sexual abuse materials such as images, movies, stories etc...
The system uses a list compiled by the us and translates the list into routes that are advertised

to your network via BGP.

If a user attempts to access a site hosted on one of the routes, they are sent to our system
where the request is filtered to ascertain if it is known to us.
if it is known the user is redirected to our landing page hitp://www.dce.net.nz.

N

o . R o
If the site is not known to us the request is allowed through. A~ S\ T A '\
AN\ — \

/w\)

In the event a user feels the filter was inappropriate they have tht, abl l\ity E)umake an' uagp%lx

via the landing page. A\ PR
P \ O\ \ = '\

£ /

This appeal goes directly to my cellphone, blackbcl*éy \woﬁk Eﬂléll,,lj i$ al'ib) §ent to 2 other

\

Inspectors from the unit. It is also retained o\gr Qur I}baf\l\sewcrs\fo’r iﬂth\m followup.

i 5%
\ \ 12N

U\
The appeal is then processed and a»rcgwt }s cdmpllcd«dé\tmm}g the appeal and wether or not
the site will continue to remain’” ni‘\he) ist or be gernh\ > b
j:? ‘\ lc_// o o /z'__\ \ \ TN, \\
over the last 2 years we haveatrmﬁed the,syétpn‘;\anél it was a complete success, this trial came
to a close as 01: 3@ Séﬂtenﬁver AN/

\J AN ‘\\‘“\\\\-‘

/

CF

The ISP, s w G, d‘ﬂ'l/upd\jd Te\tra\,\lH UG, Maxnet have put there name forward to be
u\«.}udbd i ﬁr’ cmerp\ns §gst§:m

AN\
Telccom s, wmlng t)nlll'lf. very soon.

( \ \‘\ =Y /
Qﬁ’@‘/&eﬁ p‘lfascs of the trial we were able to identify any potential / probable holes in the

(Ws\e\n and have a come out of the trial with a very robust system.
e

\.

The system will also be complemented by the Hotline service we are bringing online in the
next couple of months to receive and process users reports via the web or an 0800 number.

The complaints system established in Phase 2 has now become an established procedure in
terms of response and documentation and to date we have had 6 complaints from users. These
complaints related to there annoyance at the site that

hosts the abuse material not being able to be accessed.

The scalability tests performed in Phase 3 have enable us to guage the size of the system
required to service new zealands internet users.

Our new system is to be hosted by



To participate in the system is very simple.

1: We setup a tunnel between the 2 sites (IPIP), I let the particpating ISP choose the ip's for
the tunnel.

EXAMPLE > netmask

2: I configure a BGP session and you pair with it our AS is

EXAMPLE .
ASCH

router bgp /-*\i'\,},\\\. {,;j e
bgp router-id R NN i R

. NN NS AN \
neighbor P> \\> . e

. KON -
nelghbor . (_.’{/f)'\\\ \\\) ) .f'/\\.&\-. E,o S
Tunnel P N o

« o L ( N b
neighbor J\\\) )\” A\ f\ ) <
neighbor < \\Q‘* \% A =

. ) /‘\ HA e ] R A
neighbor | N WY T A TR

b 1'/“J

/—--\ \_ L / E \
3: We then confirm the conneeti @ﬁaﬁd}tﬁe routesfére\el \:_gr

/ 'S / / '\ ‘/*\/>

If you have any questy@&kpbe"sé\dont he‘:\;t&t& to‘l dor}tact me.

/ g \_\_\\.
Peter \\ \ \’\\L\\,\

Pe ;rJ E"sz \ \,-«.
hr@{>fﬁsp = P'dv
Censorsh llance Unit
Departﬁ ﬁ&\og Tnternal Affairs.
é?\ L}ey@dla govt.nz

@S

Richard Baalham
Networks Design & Build Manager

Direct: +64 9 929 0200
Mobile: 021 2838881
Fax: +64 9 929 0201

This massage and any attachments sontain privileged and confidential information, If you ara not the intended recipient of
this message, you arz hareby notfied that any use dissemination, distribution or reproduction of this message s pronibiisa
If you have receivad this massage n arror glease noiify the sender immediataly via amall and then desiroy this message
and any attachments



THE DEPARTMENT OF INTERNAL AFFAIRS

Te Tari Taiwhenua

29 September 2009

46 Waring Taylor St, PO Box 8og
Wallington, New Zealand

Telephone +64 4 495 7200

Dean Schmidt Facsimile +64 4 495 7222

Website www dia govt.nz

Senior Executive Government Relations
Telecom New Zealand Ltd

PO Box 570

WELLINGTON

Dear Dean

WEBSITE FILTERING

| understand that Telecom has now expressed_its: w:tlmgness to- partnptpate in the
website filtering system to be operated. by\ (he Ijepartment as one’ part of a
strategy to help limit New Zealanders' ‘QEGSGE‘. \to images, ‘Qf chﬂd Sexual abuse
We are delighted that this lmtiatlve’ wnli‘have the suppori of New Zealand's largest
telecommunications cornpany  Suc” SIS VR 1

J

Telecom’s cautious- approa;h to da!;e i\ uade\ﬂstandable However, as you are
aware there is-a' compellmg case that ar}y 1SP’s participation in the website

filtering systerq Is Iawfui

This Qase \s based on the\argument that redirecting a get request to the Whitebox

and therr 10 the Departmerrt‘s server is not an interception. In addition, even if a

‘get request is|a_communication, and we suggest that it is not, then it is certainly

naf a pnvate commtinication, because there can be no reasonable expectation of

© privacy in restCt of a request that is analogous to the address on an envelope

_Finally,even if a get request is in fact a private communication, there might be an
akc\;umiant that the ISP is a party to that communication

Teiecom should feel reassured that making out any one of these four points
would be enough to ensure that the prohibition in section 216B of the Crimes Act

1961 is not breached

If Telecom has any residual concern that redirecting a get request into the
website filtering system is an inferception of a private communication, then we
suggest that it proactively obtain the express or implied consent of its users,
through the use of on-line terms and conditions of use. This would ensure that
Telecom is a party to the communication, and that the offence provision in section

216B would not apply.

The Department has considered whether to utilise the provision in the Crimes Act
to make an Order in Council exempting an interception device from the provisions
of Part 9A. The Department does not intend to do so as we consider this
unnecessary in light of the points made above. We do not see the Whitebox
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software as an interception device, and as a result think it would be inappropriate
and confusing to seek an Order in Council premised on it being such a device

Finally, I note your concern that regardless of the strength of our view that what is
occurring is entirely legal, someone may seek to challenge it. While | accept that
the potential for challenge to arise cannot be completely discounted, | suggest
that this risk is minor in comparison with the benefits of joining the website
filtering system. Should a challenge emerge, to the extent the Department is able
to assist to overcome those proceedings, we would do so.

Thank you again for agreeing to participate in the website filtering system. If you
do have any further worries, please feel free to discuss them dlrecﬂy-wlth me
(ddi: 04 495 9329) or Steve O’Brien (ddi: 04 495 9371). \\ A

Yours sincerely

eith Manch O - ucd -3 '
Deputy Secretqry Regulatlon and Compllance




To: Craig Armitage; Steve O' Brien; Lloyd Bezett; Peter

Pilley
Cc:
Datel/time Received: 1/11/2010 12:07:53 p.m.
Subject: FW: DIA/TeIecom announcement

Attached is the final version of Telecom's planned announcement on Wednesday of signing up to the
DCEF for check. It contains our additions/changes of a week or so ago. Let me know if you have any

concerns and I'll respond. Thanks

Trevor Henry

Senior Communications Adviser
Regulation and Compliance

The Department of Internal Affairs
Direct Dial: +64 4 495 7211
Mobile: +64 275 843 679

wiwwy.dig.govi.nz A

S\ 4
From: Emma-Kate Greer [mailto:Emma-Kate.Greer@telecom.co.nz] ,.---"_‘.‘-i\\"f_'.i-\,. \\\ / ';;1\\' X\
Sent: Monday, 1 November 2010 11:41 a.m. A \\ 1 \V
To: Trevor Henry \ ‘\}:-S-: /

Cc: Anna Skerten
Subject: DIA / Telecom announcement

Hi Trevor
\'\

Sorry about the delay in sending our, anhau\nde\i‘nent q@‘\%“‘l :\‘Te fiitf—\r - is Wednesday

/

ok from your perspective? A ((" o z
- \ \/ s \\ \
Attached is the statemepit b‘a\.:ed OIY your,gﬁ \ﬁvé vwi! need to run a final check past
our lawyers here buf T i/b‘flﬂ?;lj\/d/l kne/w fa?a} ing changes - likewise let me know if
there are any C@Cerr\s@:your enq‘\ \ VN
/\\ \ \ x “ "-‘
Also, wefﬁ}d mon.r,hk/you{con qetalls on the attached?
S

- \/

Tf\a‘nksx A T2
/—\\\\ 'h‘ r/ A
Emmia- Kata\ \_ 1) O\

i

/) "Emma-Kate Greer
Corporate Communications Manager - Retail

T 09 358 5804 (extn 93204)
M 027 655 4499
E emma-kate.greer@telecom.co.nz

Level 1, The Plaza, 2 Hereford Street
Auckland
wwwy.telecom.co.nz

We're BackinaBlaci, are you?

This communication, including any attachments, is confidential. If you are not the intended recipient, you should
not read it - please contact me immediately, destroy it, and do not copy or use any part of this communication or
disclose anything about it. Thank you. Please note that this communication does not designate an information

system for the purposes of the Electronic Transactions Act 2002.

Converted Attachments
Attachment image001.jpg converted to managed file image001.jpg)
Attachment DIA Media Release 21102010 Updated DRAFT.DOC converted to managed file DIA Media Release 2
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DRAFT media release

[Date]
Telecom supports Internet filtering system

Telecom has today announced it will join the Department of Internal Affairs’ Digital Child
Exploitation Filtering System. The system filters the web content of participating Internet
Service Providers (ISPs) to block access to known websites that contain child sexual

abuse material.

Telecom Retail CEO, Alan Gourdie says Telecom is committed to aSS|st|ng \he

Department of Internal Affairs in this step towards addressing this seﬁéus,:ssm)e (

) X \\\“ Nzt f

“The abuse and exploitation of children is intolerable and thls frlter wo?ks to blbck ac(‘;ess

to the worst-of-the-worst child exploitation webs!;es

The Acting Deputy Secretary of Internal A‘f{aws:

decision to sign up to the fi ‘r"Itermg system

“We are worklng in partner\?»htpa)mth New Zea{and 18Ps. This filter provides a service
provider w:th'the lmeahs to protaCt t\ﬁetr‘eustdmers from inadvertently accessing these
||Iegal webs;tes ahd tofi ght ant{ ra1s;a .awareness of the worldwide problem of child sexual

abdse andzxplo:tatron The' f|h‘.er is an important tool to reduce the demand for child

("‘\._"""abiise matenal du]’;ently available on the Internet. Telecom and other ISPs signing up are

""to be comn'fendeti 'for taking this step.”

'-.,.Mf\._Gpui“die says while participating ISPs are signing up to combat child abuse, people

) ._;“'y'hoﬁld remain vigilant when taking steps to keep their families safe online.

“This filter does not negate the need for continued supervision and monitoring of Internet
use to keep kids safe online. We encourage Kiwis to keep their Internet security up to
date — Telecom’s McAfee Security Suite includes parental controls and is free for all our

customers with compatible operating systems.

"Parents can also find more information about online safety at netsafe.org.nz and

hectorsworld.com.”

The Digital Child Exploitation Filtering System was made available to ISPs in March 2010
following a two-year trial, and is overseen by an Independent Reference Group, of which

Telecom is a member.



For more information on the Digital Child Exploitation Filtering System please visit
http://www.dia.govt.nz/diawebsite.nsfiwpg URL/Services-Censorship-Compliance-
Digital-Child-Exploitation-Filtering-System?0OpenDocument

Ends
For more information please contact:
Emma-Kate Greer

Corporate Communications Manager — Retail 2
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16 March 2010

Dear

Digital Child Exploitation Filtering System

(DCEFS). AUND T

The DCEFS is a website filtering initiative that\haé been dexeloper:l ,by the Department of
Internal Affairs and is being offered to alr\Imemet Service. ﬁ'ro\uders (ISPs). Connection to
the system is voluntary and ISPs may dlsconnect at any tlme

A great deal of traffic goes ‘io WEbsnes eontalqmd u‘nages of child sexual abuse. The
DCEFS is designed to aSSISt m combanng the trade in child sexual abuse material by
making it more d|fﬂcult for- persons w;thué sexual interest in children to access that material.
By reducing the'market for such lméges the'DCEFS will help ensure that fewer children are

abused mfs\uppert of that market;‘_;ﬁ'--\ S

Qqnte:g: fer the DFEF‘s

In New Zeafand thei DCEFS will complement other enforcement activity undertaken by the
Department\\ This actlwty includes the provision of information to assist in preventing and
d,eter\rmg ‘cehsorship offences, online investigations into the possession and trading of child
e sexual ‘abuse material on peer-to-peer networks and the prosecution of offenders.
|, () 1
~Fhe purpose of the DCEFS, as part of the Department’s approach, is to assist in preventing
access to child sexual abuse material. It does not have an enforcement focus. . The DCEFS
will therefore contribute to the international effort to combat the trade in child sexual abuse
images and raise the public’s awareness of this type of offending and the harm caused to

victims.

POL 636695DB



Ensuring Confidence in the DCEFS

The Department recognises that, to ensure public confidence in the DCEFS, the scope of
the system must remain on child sexual abuse material and its operation must be open to
scrutiny. Accordingly, the Department’s contract for the use of the software that supports
the DCEFS constrains its use to filtering to child sexual abuse material and a Code of
Practice has been put in place to govern the operation of the system. Additionally, an
Independent Reference Group (IRG) will ensure the system is operated in compliance with
the Code. Information on the Code of Practice and the IRG can be found on the
Department’s website at www.dia.govt.nz.

Basic details of the DCEFS

The DCEFS was designed by Netclean Technologies Sweden AB. and filters users’,
requests via a secure connection between an ISP and the Department u*smg a masterlist
of known objectionable sites that will be maintained by the Department \SPs wllt not_ be__";
provided with the list of website URLs on the filtering list. KX _' O\
Once a requester seeks an IP address that is on the- fllter' ng Itst they wﬂl be dtret:ted to the
Department’s system where the particular URLs requested is checked\ agalnst the filtering
list. If there is not a match, the request allowed: on\its way to thie’world- wide web. [f there is
a match between the requested URL anci the f Itenng !lst the requ\ester is redirected to a
landing page that:
o informs the requester that\hefshe has been prevented from accessing the requested
website,
. informs the re uester of the reasgn fdr the ted(rect and
o provides the ;equeste;’ \mth a rpethod to appeal the action.

The method of ‘E;Itermg and the Iocatmn of the filter on the network have been chosen so
that there IS\nD degradatlon to'the performance of the Internet. Significant steps have been
takén to ensure the technical integrity of the filter. The Department is able to discuss and
dernonstrate alt the t schnical features of the system with ISPs as part of their consideration

of the use of \the ICE S.

_,..If you w:sh tb dlscuss the possibility of connecting to the DCEFS, please contact me on

\ ) . or if you wish to discuss technical matters call Peter Pilley on

W

Yours sincerely

{2
) (T, --l)I?u--___,—

Steve O'Brien
National Manager
Censorship Compliance Unit

POL 63669508
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ASC Data

Airstream Metworks

Airnet NZ
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Go2 Internet
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